Abstract. Managing risks related to OSS adoption is a must for organizations that need to smoothly integrate OSS-related practices in their development processes. Adequate tool support may pave the road to effective risk management and ensure the sustainability of such activity. In this paper, we present the RISCOSS platform for managing risks in OSS adoption. RISCOSS builds upon a highly configurable data model that allows customization to several types of scopes. It implements two different working modes: exploration, where the impact of decisions may be assessed before making them; and continuous assessment, where risk variables (and their possible consequences on business goals) are continuously monitored and reported to decision-makers. The blackboard-oriented architecture of the platform defines several interfaces for the identified techniques, allowing new techniques to be plugged in.
Introduction
Risk management is a necessary and challenging task for organisations that adopt open source software (OSS) in their products and in their software development process [1] [2] . Risk management in OSS adoption can benefit from the huge amounts of data that are publicly available about the adopted OSS components, as well as data that describes the behavior of OSS communities. The complexity and heterogeneity of the involved data sources, the need to integrate this data with contextual information related to the organisation and its ecosystem, and the convenience of combining different expertise involved in the assessment, call for adequate tools in support of all the phases of risk assessment, from data gathering, to data statistical analysis, to the correlation of these data to the organisational strategic and business risks and assets.
In this paper, we present RISCOSS (www.riscoss.eu), a platform and related assessment methodology for managing risks in OSS adoption [3] . It defines several interfaces to a portfolio of identified measurement and risk management techniques, allowing new techniques to be plugged in if they implement these interfaces and follow well-documented protocols. RISCOSS builds upon a highly configurable data model that allows customization to several types of scopes to support different risk assessment perspectives. It implements two working modes: exploration, where the impact of decisions may be assessed in advance; and continuous assessment, where risk variables (and their consequences on business goals) are monitored, analysed and reported. This allows RISCOSS to support a holistic decision making process inside the adopter organisation.
Related Work
Several long-term projects, corporate programs and research initiatives have similar aims than the approach supported by RISCOSS. In Table 1 we summarize the characteristics of the most related European projects that propose methodological approaches and tool support for measuring several aspects of OSS projects, mainly to evaluate the quality of the OSS components and the communities behind them. In particular we refer to the projects with objectives:  FLOSSMetrics (www.flossmetrics.org): constructing, publishing and analysing a large scale OSS database with metrics on OSS development;  QualiPSO (qualipso.icmc.usp.br/OMM/): improving the quality & maturity of OSS projects;  QualOSS (www.libresoft.es/research/projects/qualoss): defining a method to assess the robustness and evolvability of OSS projects;  ALERT (www.alert-project.eu): improving the quality of the software acting on the overall bug resolution process in OSS collaborative environments;  OSSMETER (www.ossmeter.com): supporting the process of discovering, comparing, assessing and monitoring the health, quality, and activity of OSS;  MARKOS (www.markosproject.eu): provides an integrated view on OSS projects, focusing on software functional, structural and license aspects.  SQO-OSS (www.sqo-oss.org): proposing methods and a supporting platform for OSS code quality and community measurement and analysis.  U-QASAR (www.uqasar.eu): providing a quality assurance methodology to assess the quality of software development projects for Internet applications. All these approaches and platforms focus on the gathering and analysis of OSS data but they are not specifically oriented to inform about the risks derived from these data nor to suggest possible mitigation strategies at the technical and business level.
Table 1: European projects focusing on OSS data analysis
Companies and other organizations may also implement similar programs in their development cycles. For instance, we can refer to Codeface, an extensible platform developed by Siemens (http://siemens.github.io/codeface) that aims at gathering data from different OSS sources, to analyse them and to present them to the analyst in a configurable dashboard to support decision-making. The Black Duck suite (https://www.blackducksoftware.com) provides a set of tools for the automated governance and compliance of OSS across the application development lifecycle. From the quality assessment point of view, we can mention the Software Quality Assurance and Trustworthiness (SQuAT) programme at the OW2 consortium aimed at enhancing the perceived reliability of near 50 mature projects in the OW2 code base (http://www.ow2.org/view/About/SQuAT). Some approaches target specific aspects as license assessment, e.g. Palamida (http://www.palamida.com), which provides tools to verify if there is any intellectual property violation in a project adopting OSS; White Source (http://www.whitesourcesoftware.com) provides a solution for companies that need to manage their open source assets to ensure license compliance and reduce risk.
Several recent works face with mining and analysis of OSS projects mainly to assess or predict their quality. For example, in [4] the GHTorent project is presented that had the purpose of collecting data related to different aspects of the quality of the source code for all public projects available on Github. In the area of defect prediction for quality improvement, Peters et al. [5] introduce guidelines to be used in the building of software quality predictors in case of scarcity of data while D'Ambros et al. present a comparison between the different prediction approaches [6] . Zhang et al. Platform to obtain an objective value of the software development process quality present in [7] a study for the specification of a universal defect predictor. Gamalielsson et al. [8] define the health of an open source ecosystem as an important decision factor when considering the adoption of an OSS component. In [9] the trustworthiness of OSS projects are predicted through the study of the Elementary Code Assessment. RISCOSS can benefit from these studies since it can integrate such quality models and techniques in the risk analysis platform. Adhering to the position defended by Noll et al. [10] , RISCOSS calls for human-based qualitative analysis as a necessary component. Some authors define several risks that are associated with adopting an OSS component: project health [11] , economic loss and adverse effects on the business processes of the organizations [12] , the lack of effective and timely OSS community support for dealing with possible integration problems [13] . Hauge et al. [14] discuss several risks related to OSS adoption and identifies steps for reducing several of these risks. RISCOSS has a holistic perspective that integrates all of these elements in a platform to managing risks related to OSS adoption.
RISCOSS Main Functionalities
The main objective of the RISCOSS platform is that of facing the problem of managing risks in a holistic way, supporting the data gathering from the environment of the adopting organisation and from the organisation itself, the analysis of this data for the purpose of OSS risks identification and impact analysis, and the presentation of the data for decision making [3] . Moreover, the RISCOSS platform is designed to support two main operative modes. On the one side, it supports the analyst in performing an explorative analysis and assessment of the OSS ecosystem (in terms of communities and components), for example assessing the convenience of integrating an OSS component in the solution. On the other side, the platform implements a continuous assessment cycle that allows detecting the emerging risks related to OSS choices once, for example, an OSS component has been integrated inside a project. Based on these basic requirements, some functionalities are proposed which are linked according to the workflow depicted in Fig. 1 :  Set up of the risk management platform. When an organization decides to adopt RISCOSS, the platform gathers the needed information to set up a risk management plan (in particular, to determine the key risk indicators), in order to configure the platform infrastructure to the organizational needs. This functionality allows initialising all the knowledge base of RISCOSS having it tailored for the particular organisational environment, including the representation of the business ecosystem where the organisation lives.  Identification of the risk assessment level and perspective (Elicit scope). This use case offers the possibility to define a new scope of risk management (see Section 4). Every time one such scope is modified (remarkably, when it is created, e.g. a new project starts, a new OSS component is adopted), it is necessary to set up an organisational view and risk management resources and functionalities for it.  Risk assessment. At any moment, the user may require explicitly risk assessment 
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Tool Architecture
The section introduces the basic RISCOSS platform architecture (see Fig. 4 ). The central element is a content management tool, XWiki, which is the unifying element of the platform and covers three basic responsibilities: (i) Offering an interface to the user for dialoguing with the RISCOSS platform: as such, XWiki offers and organizes the required forms and dashboards, maintains documents, and supports, as a wiki tool, collaborative work as needed. (ii) Integrating other tools that perform functionalities required by the platform: XWiki is the umbrella that coordinates these tools, gathering the results of their computation to feed internal data structures, accessible from the tools in a blackboard architecture fashion, and allowing other tools to initialise their calculations. (iii) Accessing the reusable knowledge of the platform, namely the model patterns, data, form templates created by experts. The platform defines families of tools that are integrated into XWiki by means of well-established interfaces:  Questionnaire tool. The tool gathers from decision-maker and experts of a given organisation the information related to the characteristics of the organisation and the initial scopes.  Goal and risk modelling tools. The questionnaires are used, among other things, to create models that represent the ecosystem of the organization, with organizational goals stated using i* [16] , and risks models bound to them considering risks that are related to software quality, community behaviour or OSS licenses. This allows making explicit the consequences of risks in the OSS ecosystem.  Risk reasoning engines. In particular:
-Logical reasoning tools. These tools perform model analysis and reasoning in order to allow for risk identification and management. The reasoning tool currently implements model label propagation [17] techniques and disjunctive logic algorithms [18] in order to identify and mitigate the risks that can occur given specified environmental situations -Statistical reasoning tools. RISCOSS relies, among others, on the implementation of Bayesian Network based components that are used to reason about the correlation between the measures obtained by the analysis of the OSS communities and the strategic and business risks of the OSS adopters. These tools rely on a strong interaction with experts and analysts to allow for an assessment and revision of the correlations between the identified measures and the strategic and business risks.  Measuring and monitoring framework composed of several Risk Data Collectors.
These tools measure risk indicators and feed XWiki with the obtained values, and also monitor, detect and communicate anomalous situations from the risk management point of view. To do so, this framework needs to: 1) obtain data from the selected data sources (such as license or code quality analysis tools or blogs, forums and mailing lists of the communities); 2) implement basic statistical analysis, for example to compute statistical distributions of data [19] , analysis of OSS communities structure and behaviour [20] y implemente ration and a s rrently addres oftware quality veral possible m can easily i n of evolution h the reasonin engines able t organizationa g OSS, severa lation where t e time use the to an organiz fined in the pr ther point of models knowl oting the crea sk assessment t aims at supp ata from heter and assessme ns for stored consists set of user ssed in the y. The are tools that implement n is that of ng engines to exploit nal settings al deploythe differe common zation speremises of extension ledge base ation of a t activities porting the rogeneous ment of the impact of the risks to the strategic and business goals of the organisation. We are currently deploying the platform in several contexts (large company with complex organizational structure, public administration, SME IT provider, and a community hosting ca. one hundred OSS projects) to improve its functionalities and knowledge.
